	SYSTEM ACCESS NOMINATION AND AUTHORIZATION REQUEST (SANAR)

Army Civilian Personnel Systems

	Privacy Act Statement

AUTHORITY:  Public Law 99-474, the Counterfeit Access Device and Computer Fraud and Abuse Act of 1984, authorizes collection of this information.

PURPOSE AND USE:  The information will be used to verify that you are an authorized user of a U.S. Department of the Army civilian personnel automated information system (AIS) and/or to verify completion of your government personnel security investigation.  Although disclosure of the information is voluntary, failure to provide the information may impede or prevent the processing of your SANAR.

DISCLOSURE:  Disclosure of records of the information contained therein may be specifically disclosed outside the Department of Defense (DOD) according to the Blanket Routine Uses set at the beginning of the compilation of systems of records, published annually in the Federal Register, and the disclosures generally permitted under 5 U.S.C. 552a(b) of the Privacy Act.

	PART I  (To be completed by the Nominee or User  for access with Information Assurance Officer assistance.)

	1. User ID (If known or already established): 
	2.
Submission Date: 

	3.
Name (Last, First, Middle, PP-SERS-GR/Rank & Title): 


	4.
Expiration Date (DEROS or departure date):  



	5.
Action or Access Required  (List access to systems desired and fill out the Worksheets as needed.  Be specific.): 

	Complete the Items 6 through 11 below only if this is an initial request for an account or if the information previously provided has changed. 

	6.
Social Security Number: 
	7.
Date of Birth: 

	8.
Phone
DSN:



Commercial:
 


	9.
IP Address (or address range):


	10.
Office/Duty Mailing Address: 


	11.
AKO email Address: 


	12.
STATEMENT OF ACCOUNTABILITY: I understand my obligation to protect my password.  I assume responsibility for the data and system to which I am granted access, in accordance with applicable policy and guidance.   I will not exceed my authorized access, and will report changes in my need-to-know authorization, employment or duty status, or security status immediately to my Information Assurance Security Officer (IASO).  I have completed security training and have read, signed, and agreed to comply with all provisions of the Security Features User's Guide (SFUG) for the systems requested.

	Nominee’s Signature:
X


__________________________________________
	Date: 

	
	
	
	

	PART II  (To be completed by Federal government Supervisor or Manager of the Nominee or User.)

	13.
Name and Title:


	14.
Phone:



	15.
Organization: 

	16.
SECURITY INVESTIGATION:  The nominee has been subject of a favorably adjudicated Personnel Security Investigation, which is valid and sufficient to satisfy Army and DOD regulatory requirements pertaining to the sensitivity of the requested access and supported duties.  The sensitivity of the nominee’s position has been designated in accordance with regulation.  If the position is designated sensitive, the incumbent is a U.S. citizen or has been approved by an official designated in regulation:



	
 FORMCHECKBOX 

Yes
 FORMCHECKBOX 

No


. 
	For more information about this requirement, refer to Security Qualifications, on the PERMISS menu, under the Tools menu, on  http//:CPOL.army.mil 

	17.
VERIFICATION OF NEED-TO-KNOW AND SECURITY INVESTIGATION:  (The verifier of need-to-know and security investigation must be a government employee--the supervisor for a government-employed nominee, or the Federal government manager or sponsor for a non-government-employed nominee.)

I have reviewed the information contained in this request.  I certify that this nominee requires access as requested in the performance of his/her job function. I also certify that the requirement, for a Personnel Security Investigation, and other regulatory requirements associated with the sensitivity of the requested access and related duties have been satisfied (as indicated in Item 16).  I will assure that changes in this nominee's need-to-know authorization, duty or employment status, or security status are promptly reported to the nominee's IASO.

	Supervisor’s Signature:
X


__________________________________________
	Date: 

	
	
	
	

	PART III  (To be completed by Nominee's organization Information Assurance Security Officer.)

	18.
Name: 
	19. Phone: 

	20.
E-mail: 

	21.
ORGANIZATION IASO APPROVAL:  I have reviewed this request and assure that the responsible individuals have correctly completed their respective parts and the nominee has received initial training in secure and appropriate use of the account.  I will ensure that the nominee receives annual security training, monitor the security status of the nominee and account, and promptly report all incidents and changes to the system IASO—through information assurance reporting channels as designated by my activity commander.

	Organization IASO's Signature:
X


__________________________________________
	Date: 

	
	
	
	

	SANAR Format, SAMR-CP-PSM

Rev (1 May, 2003)
	When not blank, this format is

FOR OFFICIAL USE ONLY
	(Type or print requested information)


Block 1, Userid: Leave it blank for new accounts, enter it if you know it for account changes.

Block 2, Submission Date: Enter the date.

Block 3, Name: Enter Last name, first name, MI, PP-SERS-GR (for civilians) or rank (for military) and title.

Block 4, Expiration Date: Enter your DEROS date or NTE date if you're on a temporary or Not To Exceed appointment.

Block 5, Action or Access Requested: Enter DCPDS.

Block 6, SSN: Must have.  SSN for US, LN employees should put their Employee ID number (EIN) from DCPDS here.

Block 7, DOB: Date of Birth.

Block 8, Phone: Please enter your DSN phone number.
Block 9, IP Address: Leave blank.

Block 10, Office/Duty Mailing address: We need the complete organizational address.  The complete address helps, we need more than just the CMR, PO Box and APO. 

Block 11, AKO Email Address: Must have it this.  New employees will be able to get an AKO account within just a few days of hire.  All Army employees (US and LN) must have an AKO account and we need it before anything gets built.

Block 12, Nominee's Signature: The requestor needs to sign and date the SANAR.

Block 13, Supervisor's Name and Title: The supervisor of the requestor fills in their name and title here.  Print neatly.

Block 14, Supervisor's Phone: DSN phone number, please.  

Block 15, Supervisor's Organization: Please be complete.

Block 16, Security Investigation: All US employees have to have a security investigation that doesn't dig up any dirt before they can be hired.  Same for the LNs, only it's done by the local police via the FNSP (Foreign National Screening Program.) Supervisor should check a box here to indicate that they know it's been done.  No cheating.

Block 17, Supervisor's Signature and Date: Self-explanatory.

Blocks 18-21: Filled in by the activity IASO (Information Assurance Security Officer), who basically says they will insure that the requestor receives proper annual IA training and that the IASO will fulfill their duties as such. 

DCPDS User Request Form – Date     

Privacy Act Statement

Public Law 99-747, the counterfeit Access Device and Computer Fraud and Abuse Act of 1984, authorizes collection of this information.  The information will be used to verify that you are an authorized user of Government automated information systems (AIS).  Although disclosure of the information is voluntary, failure to provide the information may impede or prevent the processing of your DCPDS User Account request.


 FORMCHECKBOX 
 New User  
 FORMDROPDOWN 
 Change Request 
 FORMCHECKBOX 
 End-Date User Account 
 FORMCHECKBOX 
 CSU Access (See Below)














Installation/Location Name:  FORMDROPDOWN 





(i.e. Base/State Code/Locality Name/CSU/location or installation name, etc.)

Level of Access –    FORMCHECKBOX 
 Global (CPOC ONLY)
 FORMCHECKBOX 
 Secure User
   Grade:        (Civ PP and Gr/Mil Rank/’Contr’)

Job or Organization Role  FORMDROPDOWN 

(Personnel Specialist, Classification Specialist, Supervisor/Manager, Administrative Specialist, NAF, Local National, etc.)

Employee Name:        (Last Name, First, MI or External Employee Name)
SSAN:      
Employee AKO Email Address:        

Suggested User ID:      
Civilian RPA Code (Smart Number):      
System Role (Responsibility):       
(e.g., Personnelist, 911 History Reconstruct, Payroll Regen., VSB Reports, OTA, etc.; add additional in Remarks)

IP Addressable ‘Default’ Printer ID:  IP Address:      


Printer Name:      
Parent Security Profile Name/Number:      


Security Profile:      
    FORMCHECKBOX 
 Already Exists
Organization Component Ids (Use attachment list if needed)
     

     












     

     








     

     








     

     


Default Routing Group:  
NE_REGION
Group Box Name (if any): --------
     
(Specify New or Exists)--------------
 FORMDROPDOWN 

Routing Group/SF52 Permissions:

 FORMCHECKBOX 
  -- Initiator (Create RPA)

 FORMCHECKBOX 
 -- Requestor 


 FORMCHECKBOX 
 -- Authorizer 

 FORMCHECKBOX 
  -- Personnelist (CPOC Only)  

 FORMCHECKBOX 
 -- Approver (CPOC Only)
 FORMCHECKBOX 
 -- Reviewer

(Note: Normal user access does not include the Reviewer RPA role.)


CSU Access







 FORMCHECKBOX 
 CPO      FORMCHECKBOX 
  Manager       FORMCHECKBOX 
 Administrator       FORMCHECKBOX 
 System Administrator (CPOC ONLY)


 Organization Components*  FORMDROPDOWN 
      (If org component access is different than shown above enter appropriate org codes)        
Position Type (POSITIONS TO VIEW): 
 FORMCHECKBOX 
 APPROPRIATED FUND (APPR)  
 FORMCHECKBOX 
 NON-APPROPRIATED (NAF)


REMARKS:  
     

DSTI Use -   Date Received:

     

Date Completed: 
     

Initials:  
     
INSTRUCTIONS FOR COMPLETING THE  MODERN DCPDS 

USER ID REQUEST WORKSHEET 

1. Date:  Type current date at the top of the form in the space provided.

2. ABC-C user:  leave blank.

3. Select if this is for a new user, to change a user account (click on the down arrow and select type of change), end-date a user account, and/or for CSU access.

4. Installation/Location Name:  Click on down-arrow and select your servicing CPAC.

5. Remarks:  Put additional information in this field.  If the user needs OTA responsibility, state in this field.

6. Level of Access/Grade:  Leave Secure User checked; type user’s grade.

7. Job or Organization Role:  Click on the down-arrow and select the appropriate role (i.e., Administrative for Admins; Manager for managers; NAF for non-appropriated fund, etc.)

8. Employee Name/SSAN:  type full name of user and social security number.

9. Employee AKO Email Address:  self-explanatory (Note:  Army employee must have AKO account).

10. Suggested User ID:  leave blank.

11. Civilian RPA Code:  

a.  Appropriated Fund:  Input the CPAC/Installation Smart Number.  This code will begin with “0” followed by the CPO-ID followed by the CPAC-determined characters. Right fill with “X’s” to ensure all nine characters are provided (i.e., 0HM026AXX). 

b.  Non-Appropriate Fund:   NAF Smart Number will begin with “0NAF” followed by the NAF Installation Code.  Provide the NAF Installation Code as follows:  AFRC – BA; Bad Aibling – NA; Vicenza – VA; Stars and Stripes – WD; Hanau – WH; Wuerzburg – XS; Chievres - YM; Stuttgart – ZC; 266th TFC - ZD; Grafenwoehr - ZF; Heidelberg - ZG.

12. System Role (Responsibility):  Leave Blank.

13. IP Addressable ‘Default’ Printer ID:  IP Address  and Printer Name:  Leave as is (all users will use the 0DEFAULT printer).

14. Parent Security Profile Name/Number:  Leave Blank.

15. Security Profile:  for CPAC/CPOC use only.  (CPACs may put in secureview if one already exists that will meet this user’s needs; i.e., if he needs access to records another user can access).

a. Organization Component Ids: Provide organization component codes the user should access. The complete org component must be listed.  The Org Component Code includes the CPO-ID, Command Code, UIC, and Org Structure ID).  If the user should have access to subordinate organizations, follow the org component with a percent sign (%).  (Example:  HUMCW1HHAAQA or HUMCW1HHAAQ%). NOTE:  All NAF org component codes begin with “NAF”.

16. Default Routing Group:  N/A  (Always NE_REGION).
17. Group box Name: If using Personal Inbox, leave blank.    Provide name(s) of groupbox(es). Please specify whether a new groupbox needs to be created or if it already exists. (Note: NAF Groupboxes will begin with “NAF”).
18. Routing Group/SF52 Permissions: Select the type of permissions the user needs. (i.e., ability to initiate, sign or authorize an RPA).  NOTE:  if only selecting “initiate”, then others will not be able to route an RPA to you.

CSU Access
1.  Select type of user (CPO for personnelist; Manager; Administrator)

2. Organization Components:  Select “same” or “other”.  If other, fill in the org components to access.

3. Position Type: Select Appropriated Fund (APPR) or Non-Appropriated Fund (NAF)

4. Remarks:  Type any additional remarks here. 

